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Abstract

Cybersecurity threats to financial systems are increasing globally, including in East Africa where cyber-attacks on  
banking and other financial institutions have grown significantly. The research employs a systematic review of  
existing cybersecurity policies, industry reports, and academic studies from the last five years, focusing on South  
African financial institutions to identify common threats and propose tailored mitigation measures. A thematic  
analysis revealed that malware attacks are the most prevalent threat in financial systems across East Africa, with 
an  estimated 

50 million annual loss attributed ¿ such incidents .The findings suggest a significant gap between current cybersecurity protocols∧emerging cyber risks .Current protocols need immediate upgrading ¿address the evolving nature of cyber threats , particularly focusing on enhanced detection mechanisms∧employee training programmes . Financial institutions∈East Africa should implement real−time threat monitoring systems∧invest∈regular staff training programmes ¿ improve their cybersecurity posture against emerging risks . Model estimationused
\hat{\theta}=argmin{\theta}\sumi\ell(yi,f\theta(xi))+\lambda\lVert\theta\rVert2^2$,  with  performance  evaluated 
using out-of-sample error.
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📄 ABSTRACT-ONLY PUBLICATION

This is an abstract-only publication. The complete research paper with full methodology, 
results, discussion, and references is available upon request.
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