
African ICT Law and Policy (Law/Technology/Policy 
crossover)

Cybersecurity Threats and Mitigation Strategies in East African 
Financial Systems

Oluoch Makau1

1 Kenyatta University

Published: 15 December 2005   |   Received: 26 August 2005   |   Accepted: 12 November 2005

Correspondence:   omakau@outlook.com  

DOI: 10.5281/zenodo.18820695

Author notes

Oluoch Makau is affiliated with Kenyatta University and focuses on Computer Science research in Africa.

Abstract

Financial systems in East Africa, particularly Kenya, are increasingly vulnerable to cybersecurity threats due to 
rapid technological advancements and inadequate regulatory frameworks. A mixed-methods approach combining 
quantitative  analysis  of  cyber  threat  reports  from  financial  institutions  and  qualitative  interviews  with 
cybersecurity  experts  to  understand  current  practices  and  challenges.  Analysis  revealed  that  phishing  attacks  
represent the most significant threat (45%) among all types, while financial institutions in Kenya are less likely to 
implement  advanced  encryption  techniques  (30%).  The  findings  highlight  a  need  for  enhanced  regulatory 
oversight and better cybersecurity training programmes for financial sector employees. Regulators should mandate 
the adoption of multi-factor authentication and increase penalties for non-compliance, while financial institutions 
are  encouraged  to  invest  in  AI-driven  threat  detection  systems.  Model  estimation  used 

{̂θ }=argmin {θ }sumiell ( yi , fθ(ξ ))+ λlVertθrVert 22,  with  performance  evaluated  using  out-of-sample 

error.
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📄 ABSTRACT-ONLY PUBLICATION

This is an abstract-only publication. The complete research paper with full methodology, 
results, discussion, and references is available upon request.
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