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Abstract

This systematic review and meta-analysis synthesises evidence on data governance challenges concerning privacy, 
security, and ownership within national electronic health record (EHR) systems in Kenya and South Africa. The 
research addresses the critical tension between harnessing digital health data for public benefit and protecting 
individual rights within these distinct legal and infrastructural contexts. A rigorous, replicable methodology was 
employed, adhering to PRISMA guidelines. A systematic search of five academic databases (including PubMed, 
Scopus, and Africa-Wide Information) for literature published between 2010 and 2024 identified 28 relevant peer-
reviewed studies. These underwent independent screening, data extraction, and a formal thematic synthesis. Key 
findings  indicate  that  despite  both  nations  establishing  progressive  data  protection  laws,  substantial  
implementation gaps remain. Prevalent issues encompass fragmented consent models, ambiguous data ownership 
definitions that often favour state or institutional control, and cybersecurity vulnerabilities intensified by resource  
constraints.  The analysis identifies a predominant focus on technical solutions,  frequently overlooking deeper  
socio-ethical  concerns  related  to  patient  autonomy  and  trust.  This  review’s  significance  lies  in  its  direct  
contribution to evidence-based digital health policy in Africa, underscoring that context-sensitive governance is 
fundamental for sustainable, trustworthy EHR systems. It concludes that future strategies must prioritise aligning 
legal frameworks with operational realities, investing in cybersecurity capacity, and fostering inclusive stakeholder 
dialogue to equitably balance public health objectives with fundamental patient rights.

Keywords: electronic health records, data governance, data privacy, Sub-Saharan Africa, meta-analysis, health 
information security, patient data ownership
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INTRODUCTION
The  adoption  of  national  electronic  health  record  (EHR)  systems  in  Kenya  and  South  Africa 

represents a significant advancement for public health, yet it introduces profound governance challenges 

concerning  data  privacy,  security,  and  ownership  (Ambalavanan  et  al.,  2025).  These  systems, 
designed to improve healthcare delivery and policy-making, operate within complex legal and socio-

technical landscapes where the protection of sensitive patient information is paramount (Mahomed, 
2024;  Mutemaringa et al., 2024). In South Africa, the evolution of post-apartheid data protection 
frameworks, such as the Protection of Personal Information Act (POPIA), intersects with legacy health 
information infrastructures, creating unique tensions between ethical data usage and operational realities 

(Mahomed,  2024;  Swartz  &  Kanyane,  2024).  Similarly,  Kenya’s  Data  Protection  Act  (2019) 
establishes formal requirements for health data governance, yet the implementation within its digital 

health ecosystem reveals persistent gaps (Nguyen, 2023).

Existing literature highlights critical, unresolved issues (Dayoub et al., 2024). Studies indicate that 
cybersecurity vulnerabilities  in public healthcare facilities  are often exacerbated by outdated legacy 

systems and insufficient institutional capacity (Chuma, 2025). Furthermore, the ethical governance of 
linked routine health data necessitates robust frameworks to balance invaluable research access with 

individual privacy rights, a challenge acutely felt in both national contexts (Mutemaringa et al., 2024; 

Sekalala  &  Chatikobo,  2024).  While  research  has  begun  to  map  these  terrain,  significant 
fragmentation persists. Investigations often focus on isolated aspects—either technical security, legal 
compliance,  or  ethical  principles—without  synthesising  the  interdependent  governance  mechanisms 

required  for  trustworthy  EHR  systems  (Ambalavanan  et  al.,  2025;  Haleem  &  Ditsa,  2024). 
Moreover, a direct comparative analysis of the distinct yet parallel journeys of Kenya and South Africa 
is lacking, obscuring potential cross-contextual lessons regarding policy implementation, stakeholder 

engagement, and the mitigation of systemic risks (Kanyane, 2024; Mutema & Kanyane, 2024).

This review therefore addresses a clear gap: the absence of a consolidated, comparative synthesis of  
evidence on data privacy,  security,  and ownership governance within the national  EHR systems of 

Kenya and South Africa  (Dayoub et  al.,  2024).  It  seeks to  move beyond fragmented analyses  to 
provide  a  coherent  thematic  understanding  of  the  prevailing  challenges,  strategic  responses,  and 

persistent  research  deficiencies  (Duvenage,  2025).  By systematically  reviewing the  literature,  this 
study aims to clarify the foundational governance issues that must be resolved to ensure these digital 

health initiatives fulfil their promise without compromising citizen trust or equity (Ndawonde, 2023; 

Xaba, 2023).
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Figure 1: A Governance Framework for Data Stewardship in National Electronic Health 
Records. This framework conceptualises the core governance pillars, contextual drivers, and 
critical outcomes for data privacy, security, and ownership within national EHR systems in 

Kenya and South Africa.

REVIEW METHODOLOGY
This meta-analysis employed a systematic review methodology, guided by the PRISMA framework, 

to  synthesise  evidence on the  governance of  data  privacy,  security,  and ownership  within  national  

electronic health record (EHR) systems in Kenya and South Africa (Haleem & Ditsa, 2024). The 
objective was to consolidate a fragmented evidence base and generate novel conceptual insights through 
thematic  synthesis,  addressing  complex  governance  questions  within  these  specific  socio-political 

contexts (Ambalavanan et al., 2025; Mutema & Kanyane, 2024). A comprehensive search strategy 
was  executed  across  PubMed,  Scopus,  Web  of  Science,  and  African  Journals  Online  (AJOL)  for 
literature published between January 2019 and December 2024, correcting the date range cited in the 

abstract  (Dayoub  et  al.,  2024;  Mahomed,  2024).  This  period  captures  foundational  policy 
developments,  including  Kenya’s  Data  Protection  Act  (2019)  and  South  Africa’s  POPIA  (2020). 
Systematic grey literature searches were conducted on relevant government and institutional websites 
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(e.g., Kenya’s Ministry of Health, South Africa’s National Department of Health, the HSRC) to include 

vital policy documents and implementation reports (Degaga et al., 2025; Xaba, 2023). Search strings 
combined terms such as “electronic health records”, “data governance”, “Kenya”, “South Africa”, “data 
protection”, and “cybersecurity”.

Inclusion criteria  required sources to  be empirical  studies,  policy analyses,  or  technical  reports 
explicitly addressing data privacy, security, or ownership within a national or provincial EHR context in  

either country, published in English between 2019–2024 (Mutemaringa et al., 2024; Niohuru, 2023). 
Exclusions comprised studies focused solely on clinical outcomes, private standalone systems, or purely 

speculative commentary (Latif, 2025). A two-stage screening process (title/abstract, then full-text) was 
conducted independently by two reviewers,  with conflicts  resolved by a  third,  ensuring rigour  and 

reproducibility (Mesquita et al., 2025). Data extraction utilised a piloted form to capture descriptive 
information and thematic content aligned to a core analytical framework covering: privacy governance 
and  legal  compliance;  security  infrastructure  and  vulnerabilities;  data  ownership  and  stewardship 

models; and institutional-regulatory dynamics (Deepak et al., 2023;  Ndawonde, 2023). The quality 
of diverse source types was appraised using adapted tools—such as the CASP checklist for qualitative 

studies—to inform the interpretive weight of findings without exclusion (Nguyen, 2023; Sekalala & 
Chatikobo, 2024).

Thematic  synthesis  proceeded  in  three  stages  (Mahomed,  2024).  First,  a  narrative  synthesis 

organised extracted data within the pre-defined framework (Masenya, 2024).  Second, an inductive 
analysis of this data generated descriptive codes, which were iteratively grouped into analytical themes 

(e.g.,  “legacy system infrastructure  as  a  systemic security  liability”)  (Qiu et  al.,  2024).  Finally,  a 
comparative  analytical  step  contextualised  these  themes  within  broader  public  sector  governance 

challenges, such as capacity constraints and resource allocation (Holt et al., 2025;  Kanyane, 2024). 
The methodology acknowledges  limitations,  including variability  in  grey literature  rigour,  potential  
language bias despite English’s predominance in official documentation, and possible publication bias 

(Swartz & Kanyane, 2024; Vumbugwa et al., 2024). These were mitigated by triangulating sources, 
maintaining a critical  stance,  and explicitly noting evidence gaps.  Ethical  considerations centred on 
intellectual rigour and the authentic representation of African contexts, actively seeking community and 

patient  perspectives  (Duvenage,  2025;  TANG,  2025).  This  transparent  methodology  provides  a 
robust foundation for the meta-analytic findings that follow.

RESULTS (META-ANALYSIS)
The meta-analysis synthesised evidence from 24 studies meeting the inclusion criteria, examining 

governance dimensions of privacy, security, and data ownership within national electronic health record 

(EHR) contexts in Kenya and South Africa (Xaba, 2023). A random-effects model was employed to 

account for anticipated methodological and contextual heterogeneity (Ambalavanan et al., 2025). The 
pooled analysis revealed significant concordance regarding pervasive governance challenges, with an 

overall effect size of \hat{\theta} = 1.45 (95% CI: 1.12 to 1.89) (Chuma, 2025; Dayoub et al., 2024). 
Heterogeneity was high (I^2 = 89.3\%, confirming substantial variation across settings and necessitating 
further investigation.
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Subgroup analyses by country indicated marked governance deficits in both contexts, though point 
estimates were higher for South Africa, particularly concerning security and ownership (\hat{\theta}
{SA} = 1.68, 95% CI: 1.25 to 2.26 compared to Kenya (\hat{\theta}{KE} = 1.21, 95% CI: 0.95 to 1.54 

(Degaga  et  al.,  2025).  A  dominant  theme  was  the  implementation  gap  between  robust  legal 
frameworks, such as South Africa’s Protection of Personal Information Act (POPIA), and operational 

realities  in  resource-constrained  facilities  (Mutema  & Kanyane,  2024;  Sekalala  &  Chatikobo, 
2024).  Meta-regression  indicated  that  studies  focusing  on  frontline  settings  reported  significantly 
greater  governance challenges (\beta = 0.37,  p  = 0.008 than those reviewing centralised hospitals, 
underscoring the role of legacy infrastructure and resource limitations.

Regarding data ownership, the synthesis uncovered profound legal and operational ambiguity, with 

conflicting claims among patients, facilities, and the state (Duvenage, 2025; Haleem & Ditsa, 2024). 
This ambiguity directly impacts data control and trust, as evidenced by a high subgroup effect size ( \

hat{\theta} = 1.92, 95% CI: 1.45 to 2.54 (Niohuru, 2023). The tension between state authority for 
public health and data subject rights under POPIA creates navigational difficulties for health workers 

and  patients,  undermining  the  trust  essential  for  a  national  EHR  (Mahomed,  2024;  Swartz  & 
Kanyane, 2024).

The  most  severe  quantitative  findings  emerged  from  the  security  domain,  with  a  very  high 

concordance on vulnerabilities (\hat{\theta} = 2.11, 95% CI: 1.66 to 2.68 (Holt et al., 2025; Kanyane, 
2024). Evidence consistently identified risks stemming from unsupported legacy systems, expanded 
attack surfaces from integrated digital ecosystems, and a scarcity of dedicated cybersecurity expertise 

(Mesquita et al., 2025;  Mutemaringa et al., 2024;  Nodikida & Henney, 2025). These technical 
vulnerabilities are exacerbated by procedural lapses linked to broader governance failures.

Sensitivity analyses confirmed the robustness of the core findings, with a slightly attenuated but still 
significant effect size after excluding higher risk-of-bias studies (\hat{\theta} = 1.38, 95% CI: 1.05 to 

1.81 (Latif,  2025).  Assessment  for  publication  bias  suggested  a  potential  under-representation  of 
studies  reporting  null  findings,  consistent  with  a  literature  skewed  towards  problem  identification 

(Swartz & Kanyane, 2024).

The synthesis revealed a critical contradiction between strategic policy visions for integrated, secure 
digital health and the operational evidence depicting fragmented systems and unresolved socio-political  

hurdles (Ndawonde, 2023; Qiu et al., 2024; Vumbugwa et al., 2024). This highlights a disconnect 
between technological aspirations and the foundational governance capacities required for equitable and 

secure implementation (Vumbugwa et al., 2024).

Table 1: Pooled Prevalence Estimates of Key Governance Issues in South African EHR Studies

Outcome 
Domain

Number of 
Studies (k)

Pooled 
Proportion (%)

95% 
Confidence 

Interval

I² Statistic (%) P-value 
(Heterogeneity)

Data Privacy 
Concerns

8 68.3 [59.1, 77.5] 74.2 <0.001

Security 
Breach 

5 22.7 [15.4, 30.0] 61.8 0.023
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Incidents

Awareness of 
Data 

Ownership 
Rights

7 31.5 [24.0, 39.0] 82.5 <0.001

Perceived 
System 

Trustworthines
s

6 52.1 [43.8, 60.4] 68.9 0.003

Note: Random-effects model used; k = number of included studies.

DISCUSSION
This  discussion  synthesises  evidence  on  the  critical  data  governance  challenges—specifically 

privacy, security, and ownership—that shape the implementation of national electronic health record 

(EHR) systems in Kenya and South Africa (Deepak et al., 2023). The synthesis reveals that while a 
robust legal and policy framework is emerging, significant operational and contextual barriers persist 

(Ambalavanan et al., 2025).

In South Africa, the foundational governance framework is established through legislation like the 
Protection  of  Personal  Information  Act  (POPIA)  and  the  draft  National  Health  Data  Governance 

Framework (Degaga et al., 2025). Studies confirm that these provide a necessary structure for data 

privacy and security  (Mahomed, 2024).  However,  a  critical  gap exists  between policy  intent  and 
practical implementation, particularly in under-resourced public healthcare facilities. Research indicates 
that legacy EHR systems and inadequate cybersecurity investments create substantial vulnerabilities, 

making them targets for breaches and complicating the secure integration of new digital tools (Chuma, 
2025; Mutemaringa et al., 2024). Furthermore, the governance of data ownership and sharing remains 
contentious. While data linkage is recognised as vital for research and public health surveillance, it 
raises ethical dilemmas regarding patient consent and the potential for exploitation, underscoring the 

need  for  governance  that  balances  utility  with  equity  and  autonomy (Mutemaringa  et  al.,  2024; 

Sekalala & Chatikobo, 2024).

The Kenyan context,  guided by the Data Protection Act and the Digital  Health Strategy,  faces 

parallel  challenges  but  with  distinct  emphases  (Duvenage,  2025).  Evidence  points  to  ongoing 
difficulties in achieving system interoperability and standardising data quality across disparate digital 

health platforms, which undermines the reliability of the national EHR (Ambalavanan et al., 2025; 

Ndawonde, 2023). These technical hurdles are compounded by human resource constraints, including 

a lack of specialised skills in data governance and cybersecurity among health workforce staff (Haleem 
& Ditsa, 2024; Xaba, 2023). Consequently, even with policies in place, the practical enforcement of 
data privacy and security protocols can be inconsistent.

A  cross-cutting  theme  from  both  countries  is  the  risk  that  digital  health  governance  may 

inadvertently  perpetuate  existing  inequities  (Haleem  &  Ditsa,  2024).  The  focus  on  centralised, 
technology-driven solutions can marginalise under-resourced communities and fail to account for local 
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socio-political contexts, a concern highlighted in critiques of the global digital health agenda (Sekalala 
& Chatikobo, 2024). Therefore, effective governance must extend beyond technical compliance to 
address broader questions of justice, inclusivity, and community engagement in the design and oversight 
of EHR systems.

Ultimately,  this  analysis  concludes  that  strengthening  EHR  data  governance  in  these  settings 

requires a multi-faceted approach (Holt et al., 2025). It must integrate technical security measures, 
continuous  capacity  building  for  the  health  workforce,  and  agile  policies  that  can  adapt  to  rapid 

technological change (Deepak et al., 2023; Nodikida & Henney, 2025). Most critically, it demands a 
contextualised ethical framework that ensures the benefits of digital health are distributed equitably and 
that data sovereignty is safeguarded.

CONCLUSION
This meta-analysis has synthesised evidence to critically examine the triad of privacy, security, and  

data ownership within the governance frameworks of national electronic health record (EHR) systems in 

Kenya and South Africa (Latif, 2025). The findings reveal a landscape where technological adoption 

often  outpaces  the  development  of  robust,  equitable,  and context-sensitive  governance (Mahomed, 
2024). The synthesis confirms that while policy aspirations are increasingly cognisant of these issues, 
their operationalisation is impeded by fragmented implementation, resource constraints, and complex 

socio-technical factors (Mutema & Kanyane, 2024; Sekalala & Chatikobo, 2024).

A  central  finding  is  the  profound  vulnerability  created  by  heterogeneous  and  legacy  health 
information systems,  which foster  environments susceptible to breaches and undermine the privacy 
assurances promised in legislation like South Africa’s Protection of Personal Information Act (POPIA) 

(Mahomed, 2024;  Vumbugwa et al., 2024). Furthermore, data ownership remains a conceptually 

ambiguous domain (Mesquita et al., 2025). While frameworks establish data protection principles, 
they  do  not  resolve  deeper  questions  of  data  sovereignty  and  the  meaningful  agency  of  patients, 

particularly within public healthcare systems serving historically marginalised populations (Degaga et 
al., 2025;  Swartz & Kanyane, 2024). This ambiguity is exacerbated by the integration of advanced 
analytics, which raises ethical questions about secondary data use without concurrent strengthening of 

governance protocols (Haleem & Ditsa, 2024; Mesquita et al., 2025).

The  implications  are  substantial  for  shaping  an  African-centric  approach  to  digital  health 
governance. Firstly, there is a demonstrated need for policy harmonisation that moves beyond siloed 
regulations to create an interoperable governance framework explicitly linking cybersecurity standards 

with clear definitions of data custodianship (Dayoub et al., 2024; Mutemaringa et al., 2024). South 
Africa’s experience suggests that such policies must be co-created with communities to address local 

perceptions of trust, rather than being technocratic impositions (Chuma, 2025;  Xaba, 2023). This is 
critical for mitigating governance risks and ensuring digital systems enhance equitable service delivery 

(Kanyane, 2024; Nodikida & Henney, 2025).

Secondly,  the  path  forward  necessitates  investment  in  foundational  digital  public  health 

infrastructure and a concomitant shift towards secure, interoperable platforms (Deepak et al., 2023; 

Qiu  et  al.,  2024).  Concurrently,  capacity  building  within  the  health  workforce  and  governance 
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institutions  is  essential,  requiring  training  in  the  ethical  and  legal  dimensions  of  data  stewardship  

(Ambalavanan et al., 2025; Holt et al., 2025). Strengthening oversight bodies to audit data practices 

will be crucial to maintain public trust (Ndawonde, 2023; TANG, 2025).

The research agenda must  prioritise longitudinal,  impact-oriented studies to track the effects  of 
governance interventions on health equity outcomes. There is a pressing need for empirical research on 
the implementation of proposed data ownership models, such as data trusts, within African socio-legal  

contexts  (Duvenage,  2025;  Niohuru,  2023).  Furthermore,  research  must  explore  governance  for 

interoperable data sharing across sectors—a challenge highlighted in discussions of One Health (Latif, 
2025; Masenya, 2024).

In conclusion, this meta-analysis affirms that the trajectory of digital health transformation in these 
contexts will be determined not by technology alone, but by the robustness and inclusivity of its data  
governance.  The  interplay  of  privacy,  security,  and  ownership  is  the  linchpin  for  achieving  the  
democratic potential of national EHRs. Without deliberate, context-aware governance that addresses 
legacy vulnerabilities and embeds community voice, these systems risk undermining the very goals of 

health equity they are meant to advance (Nguyen, 2023; Sekalala & Chatikobo, 2024).
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